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NOJUTUKA
B o6nacTu obecneyeHua 0e30MaCHOCTH NEPCOHANBHBIX JaHHBIX
B YC3H

1. O0uHe nonoXKeHu .
1.1. B nensx obecrneueHus Ge30MacCHOCTH NEPCOHANBHBIX JaHHBIX IPH MX 06paboTke
B MH)OPMAIMOHHBIX CHCTEMax NEpCOHANbHHIX MAaHHbpX YC3H, B cooTBeTCTBHM C
tpe6oBanusmu PenepanpHoro 3akosa or 27 moas 2006 r. Ne 152-®d3, onpepenrsercs
NOJIMTHKA B oONacTH oGecrnedeHus Oe30MacHOCTH INEPCOHANBHBIX MAHHBIX, COACpIKaIlast
OCHOBHBIC NPaBHIIa M MOPSAOK 00pabOTKH MEPCOHAIBHBIX JAHHBIX IPajKIaH.
1.2. TToNUTUKa 3aKiIoyaercs B BHIIOJAHEHMH TpeGoBaHMIT M HOpM 0OpaboTiu
— NEepCOHANHBIX JAHHBIX, yCTaHOBICHHEIX B IloctaHosnennu IlpaBurenscrsa Poccubickod
depnepauuu or 1 HostGpst 2012 rona Ne 1119.

2. JInua, oTReTCTBEHHEIE 3a o0ecneyeHHe 0e30MacCHOCTH NIEPCOHANBHBIX AaHHBIX
2.1. B YC3H npou3sBoAHTCA Ha3sHAYCHHE CIICAYIOLINX OTBETCTBEHHBIX JIUIL:
2.1.1. OTBeTcTBEeHHEBI1 3a ofecrneucHHe OE30MACHOCTH MEPCOHANBHBIX JaHHBIX H
3amuTy MH(GOPMAUMH, HAa KOTOPOTO NPUKA30M PYKOBOAMTEA Y IPAB/ICHHs BO3/IAaracTes:
e NIPUHATHE PELICHUS O PACTIPOCTPAHEHHH (Nepeaaye) NepCOHANBHBIX IAHHBIX;
e IpOBEicHME pa3bupaTenbeTB 10  (akraM HECOONIOACHMS YCIOBHH XpaHEHMs

HOCHTENICH IEpPCOHANBHBIX JAHHBIX, MCIONB30BAaHMA CPEACTB 3alMTH  HMHQOpMaLMH,

KOTOpPBIE MOT'YT NPHUBECTH K HAPYLICHUIO KOHQUACHIHAIPHOCTH NIEPCOHANBHBIX JAHHBIX HIIH

JAPYTUM HAPYIIEHHSM, NPUBOJAIMM K CHYDKCHHMIO YPOBHA 3aLIMINCHHOCTH NEPCOHAIBHBIX

JAHHBIX;

e IPHOCTAHOBKA  IPENOCTABICHHMA  NEPCOHATBHBIX  OAHHBIX  IOJb30BATEIAM

HHGOPMALIMOHHON CHCTEMBl TIpH OOHApPY/KEHMH HApyLIeHHI NOpfAAKa MpEAOCTaBICHHA
- MEPCOHANBHBIX JaHHBIX;

e pyKOBOACTBO paGoTamu mo obecneueHHIO (e30MacHOCTH MEPCOHANBHBIX JaHHBIX
IpH MX 06paboTKe B HHOOPMALMOHHBIX CHCTEMaX NMEPCOHANBHBIX NaHHBIX]

e Qpra’mu3anys NapoJIbHOM 3aLIHNTEL,

e OpPraHM3alMA yueTa CpeJCTB 3allMTHl MHGPOPMAlMH, OKCILUIYaTAalMOHHOH U
TEXHUYECKOM JOKYMEHTAMU K HUM; &

e aIMUHHCTPMPOBAHHE CPEACTB M CHCTEM 3alIMTHI INEPCOHAILHBIX [JaHHBIX B
MH(QOPMALMOHHEIX CMCTEMaX MEPCOHAIBHBIX JAHHBIX, BKIIOYas CPEICTBAa aHTUBHPYCHOH
3aLATH (32 HCKTIOUEHUEM CPEACTB KpunTorpaduyeckol 3auTel uHbopManyn);

e YUET JINL, JOIYILEHHBIX K paGoTe ¢ MepcOHaNbHBIMM JAHHBIMH B HH)OPMALIHOHHBIX
CHCTEMAX;

e yueT HOCHTENEH IIepCOHANBHBIX JAHHBIX, HCIOJNB3yeMBIX B HHQOPMALMOHHBIX
cMCTEMaxX NMEepPCOHANBHBIX AAHHBIX (KaK ¢ MCMONB30BAaHMEM CPEACTB aBTOMAaTH3alluy, TaKk M
Ge3 ux HCIONB30BaHUA);

e MepHOOMYEcKas (He pexe OZHOro pasa B KBapTaj) POBEpKa 3ICKTPOHHOrO XKypHala
oOpaulenuii nonp3oBatTened HHPOPMALMOHHBIX CHCTEM K NEPCOHATBHBIM TaHHBIM;

Fa



® MHCTPYKTaXX NOJIb30BaTeNeil MHOOPMALMOHHBIX CUCTEM IEPCOHANBHBIX AaHHEIX O
NOpsIIKE W NMpaBUIAX KCIONB30BaHUS CPEACTB 3alllUTH MHQOpMAlUM, BKIIOYas CpEJCTBa
AHTUBUPYCHO# 3alIIUTHI;

e KOHTPOIIb 32 COOIIOACHHEM YCIIOBHIT HCNIONBL30BaHUS CPEACTB 3AIUMTHI HHPOpMALHM
(32 HCKITIOUEHHEM CPEJICTB KpUNTorpadguueckoii 3aliMTsl HHGOpMaLUK).

2.1.2. OTBETCTBEHHOI'O MOJIF30BATENS CPEACTB KPUITO3AMTEI.

2.1.3. OTBETCTBEHHBIX 3a OpraHu3alMieo oO0pabOTKM IEPCOHAIBHBIX JAHHBIX B
nHpopMalMoOHHBIX cucTeMax Y C3H.

3. Opraﬂmaunﬂ pPe3¢pBHPOBAHHA H BOCCTAHOBJICHHSA NPOrpaMMHOro o0ecneyeHnd, 06a3
NepCcoHANNLHBIX JAHHDBIX HH(IJOpMal.IHOHHle CHCTEM NEPCOHAJNBHBIX JAHHBIX

3.1.B wuHdopMaUHOHHBIX CHUCTEMax IEPCOHAIBHBIX MAAHHBIX PE3EPBUPOBAHUIO
MIO/1/IEKAT:

¢ 0a3pl MEpCOHAIBHBIX JAHHBIX;

® CIIeLHAJIbHOE NMporpaMMHoe obeclieyeHue;

e CcpeCTRa 3alUUTHl HHOpMaLMK;

e o011iee MpOorpaMMHOE 00ECTICUEHHE;

e CPE/ICTBA BBIYMCIUTENBHON TEXHUKH;

e cpencTBa odecrieyeHus GyHKUHOHHPOBAHUA HHQOPMALIMOHHEBIX CUCTEM.

3.2. PezepBHBIE HOCHUTENM MEPCOHANBHBIX MAHHLIX XpaHATCA B IOAPa3IEICHHH,
sxcrtyatupyromeM UCTTIH.

3.3. Pe3sepBHBIE HOCHTENM MNEPCOHAWIBHBLIX JAHHBIX HE MOIYT OBITH NeEpeaaHsl 3a
npenensl noapasaeneHus, axcmnyarupyomero UCIIIH.

3.4. KonupoBanue nHGoOpMaLMy ¢ pe3epBHBIX HOCHUTENEN NMEPCOHANIBHBIX JAaHHBIX, 33
VICKIIIOYEHHUEM cnydas BoccraHoBieHus padborocnocodbHoctu UCIIH, sanpeniaemen.

3.5. PesepBupoBaHue 00LIEro M MPUKIAJHOrO IPOrpaMMBOrO O0ECIICYEHHs, a TaloKe
NpPOrpaMMHOro odecreueHuss CpeAcTB 3aluThl HHGOpMauMH o0ecreyuBaeTcd IyTeM
XpaHSHHUs MAalUMHHBIX HOcHTeneH MAMCTpMOYTHBOB MHAHHBIX IPOrpaMM M MAallUHHBIX
Hocureledl OOHOBJIEHMM K HUM B NOApasfelIeHUAX, OTBEYAIOUX 3a MX YCTaHOBKY,
HACTPOIKY M CONPOBOXICHHUE.

3.6. MalIMHHBEIE HOCHMTENM OOHOBICHMI OOLIEro W NPHMKIaAHOIO TMPOrpaMMHOro
obecrieyeHus, a TAKKE IPOrPaMMHOrO 00ECIICUYCHUS CPEACTB 3alUMTH HHGYOPMALMK JOJKHBI
OBITH MApKUPOBAHBI JAaTOM UX MOJNy4YeHHs (HaTOH BeIXoAa OOHOBIIEHHS).

3.7. B cnyyasax cGoeB, OTKa30B U aBapHii TexHu4yeckux cpeacte U cucreM MCIIn, a
TAlOKe ee NPOrpaMMHOrO OGECHEUEHMS OCYLIECTBISETCH OOA3ATENLHOE BOCCTAHOBJIEHUE
paborocnocobrocTi UCIT/H.

4. Yyer i, AONYUIEHHBIX K padoTe ¢ NepCcoOHANbHBIMH JAHHBIMH B HHPOPMalHOHHbBIX
CHCTEMAaX NEePCOHATBHBIX AAHHBIX

4.1. JIuua, pomnyiieHHbIe K padoTe ¢ MEePCOHATBHBIMM JaHHBIMU B HHGOPMALMOHHBIX
cucTeMax IepcoHabHBIX JaHHbIX «Corpyanuxkm», «Hacenenmen, «YC3H CMD3B»
YTBEP)KAAFOTCS COOTBETCTBYIOIIMM NPHKa30oM HavansHuka Y C3H.

4.2. OcHOBaHMEM I JONyCKa COTpPYAHHKAa K  TNEpPCOHANBHBIM  JIAaHHBIM,
oOpabaTkiBacMbIM B HH(MOPMAUHOHHBIX CHCTEMAax MNEPCOHANBHBIX MAHHBIX, SBIAECTCA
HeoOxoAuMOoCTh 00paboTKH NMEePCOHANBHBIX JAHHBIX B CBS3H C BBIITOIHEHHEM AOJKHOCTHBIX
00s13aHHOCTEI, a TAKKE COOTBETCTRYIOMMI NpuKka3 HauansHuKka Y C3H.

4.3. OcHoBaHHeM IS TpeKpallleHnd AONYyCKa COTPYAHUKA K MEPCOHANBHBIM JaHHBIM,
obpabaTsiBaeMBIM B MH(OPMALIMOHHBIX CHUCTEMaX INEPCOHANBHBIX JaHHBIX, MOXET CIIY>KMTh



npuka3z o6 ero yBonbHCHHH (MepeBoje Ha APYTyI AOLKHOCTh, HE TpeQyroulyio paGoTHl ¢
NepCOHANBHBIMH JAaHHBIMH).

5. Opranuszauus MapoabHOM 3alMTH B MHPOPMALMOHHBIX CHCTEMAX NIEPCOHAIBHEIX JAHHBIX

5.1.3auIMTe MapoTeM MOANEHKUT JOCTYI K:

e DA30BBIM CHCTEMAM BBOJA BHIBOJA KOMITBIOTEPOB;

e HACTPOIKaM CETEBOro 00OPYAOBaHMS;

e HACTPOMKaAM ONEpPauHOHHEIX CHCTEM;

® HaCTPOMKAM CpEACTB 3alMTH MHGOpMAaLMH (B TOM YHCIE CPEACTB aHTHBUPYCHOM
3aLMTHI);

e 3aIyCKy CHCIUATU3UPOBAHHOIO TPOTrPaMMHOrO 0GecleYeHHs, IpeIHa3HAYEeHHOIo
s 0OpaboTKY NepCOHANIBHBIX AaHHBIX;

e pecypcam APM u 6a3 panneix HCI1JIH.

5.2.ba30BEIe CcHCTEMBI BBOJIA BBIBOJA4, CeTeBOEe O0OpyJOBaHMUE, OllepalMOHHBIE
CHUCTEMBI, CpelcTBa 3amuThl HHpOpMauyu M ¢aifnoBele MaccUBHl (Hajiee — OOBEKTEI
MAPOJIBHOM 3a1IUTEI) JOJDKHEI OBITE HACTPOEHB! TAKUM 00pa3oM, YTOOHKI:

* VCKITIOYMTH BO3MOXKHOCTB IIPOCMOTpPA paHee BBOJAHMBIX MapoJIeii;

e OIIOKHPOBATH MOCTYIl IOAB30BaTENeH Nocie IMATHKpaTHOH OWIMOKM Npu BBOJE
naposist ¥ CUCHAJIM3UPOBATE O HACTYIUICHHH AAHHOTO COOBITHS.

5.3.OpranmzalMoOHHOE M TeXHHYECKOoe o0OecredeHUe IMPOoLECCOB TIeHEpauuH,
HCIIOJIb30BaHUsI, CMEHBI U MpeKpalleHus AeicTBys napoiei Bo Bcex noacucremax MCIIx u
KOHTPOJb 3a JACUCTBUAMU IONb30BaTeneil npu pabore ¢ NapoisaMHM BO3JIaraercs Ha
nporpammucta Y C3H.

5.4.Tlonb3oBaTenb 00A3aH 3alIOMHUTH JIMYHBIC ApPOJIH U HHKOMY HX HE IIepefaBarh, U
He 3aNMCHIBaTh KX HA MECTAaX, I/Ie X MOTYT YBHICTh APYTrHe JULA.

5.5. Mudopmanms o napoisx rnonp3osareneii sapnsierca HHQOpMaLUMeil OrpaHiYeHHOro
JOCTyNa, TpeAHAa3HAYEHHOH I MAeHTHMdUKAUMM U JOCTYNAa Ka)JOoro KOHKPETHOrO
none3oBarens K pecypcam HICII/IH cornacHo paspemiHTensHON CUCTEMBI JOCTYTIA.

5.6.3AIIPEIIAETCS1:

e YMBIULIEHHOE W HEYMBIIUICHHOES O3HAKOMJIEHHE C TMAapoipHON HHbopManueH
COTPYOHUKOB ¥ NOCTOPOHHMX JIHLI HE3aBUCHMO OT UX JOJKHOCTH;

e repeaya JMYHOTO Hapossl COCIYKMBLIAM WM NOCTOPOHHHUM JIMLIAM;

 3anKCh JUYHOIO Napos Ha Oymary U XpaHeHHE €ro B NOTEHUMANIBHO JOCTYITHOM IS
O3HAKOMJIEHHUS MIOCTOPOHHUMH JIMLIAMU ¥ IPYTUMH COTPYIHHKAMHU MECTe;

¢ BXO/I B CHCTEMY € MCTIONB30BAHUEM UyKUX MACHTH(OHKATOPOB WM MapoJieH;

e ocTtaBlIeHHe 6e3 npucMoTpa padodero Mecra npu padore B UCI1LIH.

5.7.Bnapenpupl  maposieid  AOJBKHBI  OBITh  O3HAKOMIJICHBI IOJ  POCHHMCE  C
MEPSYHCICHHBIMHA  BHIIIE TpeOOBaHUAMHM M HpEeAYNpPEKACHBl G0 OTBETCTBEHHOCTH 34
HCIIOJIB30BAaHNE I1apoJieli, HE COOTBETCIBYIOLUMX JaHHBIM TpeOOBaHMAM, a TaKKe 3a
pasriamnieHue napoiabHoi HHGOopMaLMH.

5.8.KoHutpons 3a gedicTBHAMU nons3oBareiei cHCTEMBI IIPH padoTe ¢ NaponsaMu,
COONIONEHUEM TOpAJKa WX CMEHBl, XPaHCHHA M MCHONL30BAHMA BO3JIAraeTcs Ha
anmuHuctparopa UC u Ub.

6. AHTHUBHpYCHAS 3aIUHTA B HHPOPMALHOHHBIX CHCTEMAX NEPCOHAJIBHBIX JAHHBIX
6.1.K wucnoneszoBanmio B HCII[IlH nomyckarorcs TONBKO JIMLEH3MOHHBIE M

cepTudHIMpoBaHHbEIE 1O TpeboBaHusAM 0e30nacHOCTH HHQOpMalMK  aHTHMBHPYCHBIC
CpeacTBa.



6.2.YcTraHOBKa M HAcTpoiiKa CpPEACTB aHTUBHPYCHOTO KOHTPOJISI Ha KOMIIBIOTEpax
OCYLIECTBIISIETCA B COOTBETCTBUM C pPYKOBOACTBAMHM II0 TIIPUMEHEHMIO KOHKPETHBIX
AHTUBHPYCHBIX CPEICTR.

6.3. O0s3aTebHOMY AHTUBHPYCHOMY KOHTPOJIIO IIOMISKHT Jrobad uHGopmanus
(TexcroBele (aiibl MOOBIX dopMaToB, Daiiibl JAHHBIX, UCIIONHSIEMbIE (AMIBI) Ha CHeMHBIX
HOcHTeNaX. PasapXuBHpOBaHUE M KOHTPONb Bxojdueii uHdopmaumu  HeoGXOAUMO
NPOBOJIMTE HEMOCPEACTBEHHO IMociie ee mnpueMa. KoOHTponb ucxonsuiei uHbopMauuu
HCOOXOIUMO MPOBOAMUTE HEMIOCPEACTBEHHO IEpe]l apXUBHPOBAHUEM M OTNPABKOH (3aNUCHIO
Ha CbEMHBIH HOCHTEIB).

6.4. ®aiinel, NOMeWaeMble B 3JIEKTPOHHBII apXWB HOJLKHBI B 00A3aTENLHOM IMOPAAKE
NPOXOJHUTH AHTUBHUPYCHBI KOHTpPOb. [lepHomuueckue NpPOBEPKU 3JEKTPOHHBIX apXHBOB
JOJDKHBI IIPOBOJIUTECS HE PEXKe OJHOTO pasa B 3 Mecala.

6.5. YcraHaBnuBaeMoe (U3MEHsEMOe) InporpaMMHoe obecrneyeHue [OMKHO OBITh
NPEABAPUTENBHO MPOBEPEHO Ha OTCYTCTBHE BHPYCOB. HemocpeAacTBeHHO MOCHE YCTaHOBKH
(M3MEHeHHA) MNpOorpaMMHOro oOO€ClEeYeHHUs, HO/KHa OBITh BBIMTOJHEHA AHTHBHpPYCHAas
npoBepka Ha Becex komnprotepax MCIIn.

6.6. IIpy BO3HMKHOBEHMH MOJO3PEHHS Ha HaJUYHE KOMIBIOTEPHOIO BHpYyca
(HetunuuyHas paGora mNporpaMM, NOABICHHE TIpadUYSCKMX U 3BYKOBEIX 3(deKToB,
VCKaXeHUH NaHHBIX, MporajaHue ¢(aiinoB, YacToe NMOSBICHME COOOIIEHUI O CUCTEMHBIX
omMOKax M T.I1.) COTPYAHHK MOAPA3HEIICHUS CaMOCTOATEIBHO JIOJKEH MPOBECTH
BHEOYEPEeAHOI aHTHBUPYCHEBII KOHTPOJIb CBOET0 KOMITBIOTEpA.

6.7. OTBETCTBEHHOCTh 3a OPraHU3ALHMI0 AHTHBHPYCHOrO KOHTPOJS B COOTBETCTBHM C
TpeboBaHMAMU HacTosAllel MHcTpykumy Bosnaraercsa Ha nporpammucra Y C3H.

6.8. OTBEeTCTBEHHOCTh 34 MNPOBEGACHHE MEPOINPHATUM AHTHBUPYCHOIO KOHTPOJIS M
cobmoenue TpedboBaHuit Hactogmeit MHcTpykiuy Bosnaraercs Ha nporpammucta YC3H u
BCEX COprJ:[HHI{OB, apnsroIuxcs none3oBarensmMu UCITJH.

6.9.Ilepuonuyeckuii KOHTPOJIb 3a COCTOSHHEM aHTHBHUpYCHO#M 3amurel B MCIT/H, a
TaKke 3a COONMIOACHMEM YCTAHOBJICHHOIO IIOpAJKAa AHTHBHPYCHOIO KOHTPOJIA U
BBIIIOJIHEHHEM TpeOOBaHMH IO aHTMBHPYCHON 3allMTE OCYIIECTBIIAETCS OTBETCTBEHHEIM 34
obecrieueHre 0e30MMaCHOCTH NEPCOHAIBHBIX JaHHBIX U 3auTy uHGopmanuu YC3H.

. 7. Ilepedyenb NepcoOHAIBHBIX JAHHBIX,
‘o0padaTrbpiBaeMbIX B HHPOPMALUHOHHbIX CHCTEMAX NEPCOHANBHBIX JAHHBIX H
MoJJIesKaniux 3alHTe

7.1. B nHpopMaLMOHHBIX CUCTEMAX NIEPCOHANBHBIX JAHHBIX 3aIUMTE [IOQICKUT JIF00ast
uHGOpMaLHs, OTHOCAIIAACS K ONpeJCNCHHOMY MM ONpeaeiiieMOMY Ha OCHOBAaHUM TaKOM
udpopmaiuy  pusuueckomy nuuy (CyOBeKTy mNepcoHalNbHBIX JaHHBIX). IlepedyeHs
IIEPCOHANBHBIX JaHHEBIX, oOpabaTeiBaeMbiXx B HH(popManmoHHBIX cucTemax YC3H
YTBEPAKAAETCsl COOTBETCTBYIOLIMM NPHKa3oM HayaibHUKa Y C3H.

8. HOpﬂj],ﬂK NnpenoCcTaABJIEHHA NMEePCOHAJNBHBIX JAHHBIX

8.1. PacripocTpaHeHue NEpCOHANBHBIX JAaHHBIX - JICHCTBMA, HaIpaBJICeHHBIE Ha
nepeaady nepcoHaabHBIX JAHHBIX ONPEAEICHHOMY KpyTy JIHLL.

8.2. [lepcoHasibHbIE JaHHBIE MOrYT OBITH PaclpOCTPAHEHBI TOJBKO HA OCHOBAHMH
pelIeHus CyOBheKTa NEPCOHANBHBIX JJAHHBIX.

8.3. lo mepenmaym mM0OBIX NEPCOHANBHEIX JAHHBIX 34 IPENeibl OpraHu3aluM OT
K@XKI0ro CyOBEKTa NEPCOHANBHBIX JAHHBIX NOKHO OBITH MONYYCHO MHCHBMEHHOE COrTache
Ha pacnpoCTpaHEHHE €ro MepCOHANbHBIX MNaHHBIX, OGQOPMIIEHHOE B COOTBETCTBHH C



TpeboBaHMAMH cTaThd 9 DenepallbHOro 3akoHa «O NEPCOHANBHBIX JAHHBIX», B KaXKAOM
KOHKPETHOM CIIy4ae.

8.4. B cnyuyae cMepTH CyOBEKTa MEPCOHANBHBIX JAaHHBIX corjacue Ha oOpaboTky ero
NIePCOHAIBHBIX JaHHBIX JalOT B MMCBMEHHOH (opMe HacieOHUKHM CyOBEeKTa MEepCOHABHBIX
IAHHBIX, €CJIM TaKOE corjlacue He OBUIO JaHO CYOBEKTOM NMEPCOHANBHBIX JAHHBIX MPU €ro
KUZHMU. :

8.5. Pemnenne Ha  NpelOCTaBICHHE  IEPCOHAIBHBIX  JAHHBIX  NPHHUMAETCs
OTBETCTBEHHBIM 3a OPraHM3aluIo 00paboTKH NEPCOHANBHEIX JAHHEIX.

8.6. [lepcoHanbHle  jgaHHBle, oOpaGarsiBaempie B MCII[H, Moryr ObBITB
NMpeJOCTABICHBl OpraHaM BJAacTH M OpraHaM MECTHOro caMOYIpaBleHHs 0e3 coriacus
CyOBEKTa IEPCOHANBHBIX NaHHBIX, €CNIU JJAHHBIC ICHCTBUS OCYILIECTBIAIOTCS B COOTBETCTBHHU
¢ ¢enepanpHEIMH  3akoHaMu Poccuiickoii ®epepanuu B LENAX  3alUMTLL  OCHOB
KOHCTHTYLUHMOHHOI'O CTPOs, HPAaBCTBEHHOCTH, 3/10POBEA, NIPAB M 3aKOHHEBIX HHTEPECOB IPYTHX
nuu, obecrneyeHuss 000pPOHBI CTpaHbl M 0e30macHoCTU rocyaapcersa. IIpu 5ToM pewieHne Ha
pacnpocTpaHeHHE  IIePCOHANBHBIX  JAHHBIX  JOJDKHO — colepskaTb  CCBUIKY  Ha
COOTBETCTBYIOLLYIO CTaThiO deAepanbHOro 3akoHa Poccuiickoii @enepauum.

9. IlopsaaoK NPHOCTAHOBKH NPEAOCTABJICHHSA NEPCOHANLHBIX JaHHBIX, B ClIyyae
o0HApY:KeHHsI HAPYLIeHHI MOPSAKA HX NPeA0CTABJICHHS, H NOPAAOK PasOHpPaTeNbCTB
no pakTaM, KOTOpPbIe MOI'YT NPHBECTH K HapyILleHHI0 KoHPpHAeHuHanbHocTH IT{n nan

APYrHM HapyUIeHHSIM.

9.1.Ilpu OOHapy>K€HMH HApyLIEHWIl NOpAAKA NPENOCTABIEHUS MEePCOHANBHBIX
JIAHHBIX IPEJOCTaBICHHE TMEPCOHANBHBIX MAHHBIX IOJb30BarelsM HHGPOpMaLUOHHOH
CUCTEMBl HE3aMEIJIMTENBHO IIPHOCTAHABIMBACTCHA A0 BBIABICHHS IPHYMH HAPYLUCHHH H
YCTpaHEHHUs 3TUX IIPHYMH.

9.2. [IpuHATHE PpeLIEHUs Ha IPHOCTAHOBKY OOpabdOTKM NEpCOHANBHBIX JaHHBIX
NPUHUMAETCS OTBETCTBEHHBIM 3a OpraHu3anuio o0paboTKH NEPCOHANBHBIX JaHHBIX.

9.3. OcHoBanusAMHU At npuoctaHoBku o0padorku [1Jn B WCII[IH u nposeaenya
pa30uparenscTBa ABJIAKTCA:

e BEISIBJICHHE HENOCTOBEPHBIX IEPCOHANBHBIX JaHHBIX B HHQOPMALMOHHBIX CHUCTEMAX
HEPCOHAJIBHBIX JAHHBIX;

e IIPESAOCTABICHNE [TIEPCOHANBHBIX JaHHBIX B HAPYIIEHHE YCTAaHOBICHHBIX NIPABIIT;

e nomyck kK MCIT/{1 nuia, He UMEIOIIEro Ha TO paspeleHus;

e yTpaTa HOCUTENSA NMEPCOHAIBHBIX JAHHBIX;

¢ HapylLICHUE NMPaBHJI XpaHEHHUs HOCUTEJIEH NIEPCOHANBHBIX JaHHEBIX;

e HApYLIEHHE MPABIIT 3KCILTyaTalluH CPEACTB 3alIUThl HHOpMaLuy;

* HapylIE€HHE NPaBUJil NAapOJbHOH 3allUTHI;

¢ HapylICHKE NPABUJI AHTUBUPYCHOM 3a1LUTHL; .

e HApyUICHHE IPaBUI PE3CPBHPOBAHMS M BOCCTAHOBJICHHMS OOIIEro M CHELHaNbHOTO
NPOrpaMMHOro odecneyeHus, a TaKke 0a3 MepCOHANBHBIX JaHHBIX;

e BeIsiBiIcHHE B MICII/IH BpeJOHOCHBIX NMporpaMM (BUPYCOB);

e BEIABIIEHUE B  JJIEKTPOHHBIX  KypH&Jax CPEACTB  3alllUTHl  HHGOpMaUHuu
HECAaHKIIMOHHPOBAaHHBIX  JACHCTBHHM  mosbp3oBaTenell,  Hapylalompx  0e30MacHOCTh
NEPCOHANBHBIX AAHHBIX MM LEJOCTHOCTh (HEH3MEHHOCTH) NMPOIPaMMHOIO OOECIIEHEHHUs
HUCITn;

_ ® BBIBJICHUE HECAHKIMOHMPOBAHHOIO BHECEHUS H3MEHCHHMH B COCTaB TEXHMYECKMX
cpeacTB M (nnm) nporpamMMeoro odecneuenns MCI1/IH.

9.4. Pa3OuparensCcTBO  NPOBOAMTCS  JOMKHOCTHBIM — JHIOM  (pabOTHHKOM),
OTBETCTBEHHBIM 3a ofecreueHHe OE30MACHOCTH INEPCOHANBHBIX JAHHBIX H  3allUTY



nHpOopMaLIMH, ¢ 00A3aTeJbHBIM  INPUBICYEHHEM  PYKOBOJUTES CTPYKTYPHOTO
noapasfenenus, ocymecTBisiomero skcryaranuo UCITH.

9.5. B xone pa3bupaTebCTBa COCTABISIETCS 3aKIIOYEHNE, B KOTOPOM OTPAaXKAETCA:

e COCTaB I'PYNILI NPOBOAUBILIEH pa3OupaTensCTBO;

¢ [ICPUOJ BPEMEHHU, B KOTOPBIi NPOBOAMIIOCH pa3stUpaTenbCeTBO;

® OCHOBaHME J15 IPOBEJACHUS pasONpaTe/IbCTBa;

e paKTBl, BBIABICHHBIE B XOJ¢ pa3bupaTeNbcTBA M MMEKINME 3HAYEHHE B
OMpEACIICHNH HalWyusl HapylleHuH KOHQUIECHUMATBHOCTU TNEPCOHANBHBIX NAHHBIX MM
HApYIWEHHH NpaBUI HCIIOJIB30BaHUA CPEICTB 3alUTEI HHOOPMALIMM, a TAKKE HHEBIE (DaKTEI,
KOTOpEIE MOI'YT IPHUBECTH K HAPYLICHUIO KOHOHISHIHAIBHOCTH MEPCOHANBHEBIX JaHHBIX MU
K CHHDKEHHIO YPOBHS 3alUIIEHHOCTH MEPCOHANBHBIX JAHHEIX;

e BBIBOJ O 3HAYMMOCTH HapylIE€HMH, MX NIPHYMHAX M BHUHOBHBIX, JOMYCTHBIINX
JIAHHBIE HAPYIICHU; _

® PEKOMEHTAINHN o COBEPUICHCTBOBAHHIO obecrieueHus 6e3onmacHOCTH
MEPCOHANBHBIX JaHHBIX, UCKIIOYAIONINE B JalbHEHIIIEM MONOOHBIEC HAPYIIIEHHS.

9.6. 3aKiI0yeHHe MNPEACTaB/SIETCS OTBETCTBEHHOMY 3a OpraHm3anmio o6paboTku
IIEPCOHANBHEIX MAAHHBIX, KOTOPBIH IIPHHUMAET pELICHHE Ha BO300HOBIEHHE 00paboTKH
MEPCOHAIBHBIX JaHHBIX U NIPUHATHE JOIOJHUTEIBHBIX MEP 3aLLMTHL.

10. ITopsanok B3aHMoJelicTBHSA No BonpocaM ofecneyeHHs §€30ACHOCTH
NepPCOHAIBHbIX JAHHbIX

10.1. BzaumojelictBue no BonpocaM oOecredeHuss Oe30HacHOCTH IePCOHANBHEIX
JAHHBIX MOXET OCYUIECTBIATHCS C:

e aMMHMCTpaneii ropoga TpexropHoro;

e OPraHM3aLMAMM, OKA3HIBAIONIUMH YCNYrH 1O OBGCCIEYEHHIO GE30IMacHOCTH
NEPCOHANBHBIX JAHHBIX;

® [IOABEJOMCTBEHHBIMH OpraHU3alusaMH.

10.2. BzaumopelictBue no BomnpocaM o0ecrnedeHus Oe30MacHOCTH IEPCOHANBHBIX
JAHHBIX ¢ aAMHMHMCTpauueii ropoaa TpexropHoro ocyumecTBIseTcss B YaCTH METOJHNUYECKOTO
obecrieyeHnss U KOHTPOIIS, a TAKOKE B LENSAX ONpPEAE/ICHNsI €ANHOM CTPAaTerui M TEXHHUYECKOM
NONUTHKH B 0O/ACTH 0GECIEUeH s Oe30MacHOCTH NMEPCOHATBHBIX NAHHBIX. MeToanyeckoe
obecneyeHHEe B YacTH METONOB M CHOCODOB 3alMTHE HH(GOpMaUUHd B MHEAOPMAITHOHHBIX
cuctemax ocymecrsiasgercs defepanbHOi clyxKO0H MO TEXHHYECKOMY H JKCIIOPTHOMY
Kontpomo 1 PefepansHoit ciryx6oii 6esonacHocTy Poceniickoif deaepaluu B npeaenax ux
ITOJIHOMOYHIAL.

10.3. BsauMoecTBUE C OpraHM3alUsIMHK, OKa3bIBAIOIIUMHU YCIYIH MO 06ECIICYEHMIO
0e30IIaCHOCTH IEPCOHANBHBIX JAHHBIX, OCYILISCTBISACTCS HA JOrOBOPHOI ocHoBe. Takue
OpraHU3aliM B 0043aTENEHOM MOPAAKE JODKHBI HMETh MUIEH3UI0 DeepalibHOl CiykOBI MO
TEXHHYECKOMY H SKCIOPTHOMY KOHTPOJIO Ha ACSTENBHOCTH I10 TEXHMYECKOH 3alluTe
KOHQUACHIMAIbHOI HHpOpMauuy, a B cClyyae OKaszaHUd MMM YyCayr B obnacTu
Kpunrorpaguyeckoli  3amursl  uHpopMamMu — JuueH3un  DepepanpbHOM  CIyKGEBI
6e3onacHoctH Poccuiickoit Mepepanuu.

10.4. CymecTBEHHBIM YCIOBHEM AOIOBOPa C OpraHu3alueii, Oka3bIBaloLIeH yCIyr no
obecneycHui0 6e30NMacHOCTH TEPCOHANBHBIX JIAHHBIX, SBISETCA TpeGOBaHHME COOIIOJECHMS
KOH(PHIECHUHMAIBPHOCTH CBEAEHMII O CTENEHH 3AUIMIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM
IepPCOHAIBHLIX JaHHEIX (BHEAPEHHEBIX METOAAX U crnocobax 3aluTsl U uX 3¢ dexTnBHOCTH).

10.5. B3anmogelcTBHe ¢ MOABEAOMCTBEHHBIMH OPraHM3alUsAMU OCYLUECTBISETCA B
YacTH METOJAMYECKOro PYKOBOACTBA U KOHTPOJIA 3a NONHOTOH U 3()PeKTHBHOCTHIO MPUHATHIX
Mep obecrnieyeHus 0€30MaCHOCTH INMEPCOHANBHBIX AaHHBIX. KOHTpOJIBHBIE MEpONpHATHA B



[IO[IBEAOMCTBEHHBIX OpraHM3allMAX OCYLIECTBIAIOTCA OTBETCTBEHHBEIM 3a obecreuyeHune
Ge30MacHOCTH MEPCOHANBHBIX JAaHHBIX M 3alUUTy HMH(QOpMaUUM, OTBETCTBEHHEBIM
NONB30BATENEM  CPENCTB  KPHUNTO3amMTEl (B Y4aCTM  MCIIONB30BaHMs  CPEACTB
KpHITorpadguuecKoil 3aluThl HHPOpMaLuu).



